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ABSTRACT

Cyber-attacks, i.e., the disruption of normal functioning of computers and loss of private
information through malicious network events, are becoming widespread. Deception and
Intrusion Detection System (IDS) could be two promising interventions to secure the network
from cyber-attacks. However, little is known on how these interventions would interact with
human decision-makers in the role of hackers (people who wage cyber-attacks) and analysts
(people who defend networks against cyber-attacks). This thesis aims to understand the decisions
of people performing as hackers and analysts in cyber-security games using both lab-based
experiments and computational cognitive models. First, we experimentally investigated the role
of amount and timing of deception on hacker’s decisions using a deception game. Results
revealed that the average proportion of cyber-attacks were lower and not-attack actions were
higher when deception occurred late and its amount was high. Next, we developed and used a
real-world simulation tool called Hacklt to replicate our lab-based findings in the deception
game. Furthermore, we conducted another experiment to investigate the role of the availability of
IDS alerts and the availability of information about actions of opponents in games involving
participants performing as hackers and analysts. Results revealed that the IDS availability
influenced the proportion of defend actions and the information availability about opponent’s
actions influenced the proportion of attack actions. To understand the cognitive mechanisms that
drive hackers’ and analysts’ decisions in the presence of deception and IDSs, we developed
computational cognitive models based upon Instance-based Learning (IBL) theory, a theory of
decisions made by relying upon recency and frequency of experienced information. Results from
IBL model calibrated to human data in deception game revealed that hackers relied heavily upon

recent information when deception occurred late and its amount was high. Furthermore, we



calibrated IBL models to human data collected in games involving IDS alerts. Results revealed
that an IBL model that specifically accounted for IDS alert information in its memory structure
explained the human data accurately where IDS alerts were available, and IDS was accurate or
inaccurate. IBL. models were also compared with the ACT-R default parameters and Nash
solutions to evaluate their ability to account for hacker’s and analyst’s decisions across
conditions that differed in the availability and accuracy of IDSs. We found that the IBL. model
with calibrated parameters performed more accurately compared to both ACT-R default models
and Nash solutions in capturing human decisions. We highlight the implications of our results for

cyber decision-making in the presence of interventions like deception and IDSs.

Keywords: Cyber security, Cognitive modeling, Analysts, Hackers, Cyber-attacks, Intrusion
Detection Systems, Honeypots, Deception, Behavioral game theory, Instance-Based Learning

Theory.

Vi



Acknowledgments

First of all, I praise and thank our Lord Almighty, merciful and ever-loving, for bestowing
upon me with this research opportunity. It was His strength that manifested in me to endure
hardships and succeed in this path to dissertation. There are several other important people
without whom, this thesis would have been but just, mere study and I would like to dedicate my
heartfelt appreciation to them all.

I am tremendously indebted to Dr. Varun Dutt, my Ph.D. advisor who instilled in me the
passion for research. His dedication to work and drive to achieve goals has motivated me greatly.
I would like to express my sincere gratitude for your perennial support, your expertise,
invaluable guidance, constant encouragement, understanding, patience and healthy criticism.

In addition to my advisor, I would like to express my deepest appreciation for Prof.
Cleotilde Gonzalez whose constant advice and guidance in my research has helped shape my
thesis as it is today. I would also like to extend my gratitude to the rest of my doctoral
committee: Dr. Bharat Singh Rajpurohit, Dr. Dileep A.D., Dr. Padamnabhan, and Dr. Rajendra
Ray for their insightful feedback and encouragement, but also for the hard questions which
incanted me to explore my research from various perspectives.

My sincere thanks to Prof. Timothy Gonsalves, Director of IIT Mandi and other faculty
members of IIT Mandi who helped me gain thorough knowledge of different courses. These
courses have helped me immensely in widening my horizon not only in my area of expertise but
others as well. My brain is proactively inquisitive now.

I thank my fellow lab members from ACS Lab, Indian Institute of Technology Mandi
(Debarati Bandyopadhyay, Neha Sharma, Medha Kumar, Zahid Magbool, Shruti Kaushik,

Abhinav Chaudhry, Akash Rao, Pratik Chaturvedi), for keeping me engaged in challenging

vii



research debates and also for making lab time lively in the last three years. You guys made work
interesting.

Nothing is complete without friends, and so was my research here in I[IT Mandi. Thank you
- Akansha, Merlin, Shaifu, Shilpa, Jyoti Nigam, Indu, Shivani, Krati, Krishan and Pavin Samuel
for making my life so easy and at home. A special mention to Dr. Chandan, Dr. Neha and the
other medical unit staff for helping in my bad times.

I am grateful to my grandmother, my parents Mrs. Renu Gupta and Mr. Mohan Lal, and
my siblings (Anu and Tushar) for providing me moral and emotional support throughout my life.
I am grateful to my backbone and my husband Mr. Kuldeep Singh for showing faith in me and
believing in me when I needed it the most. I am also grateful to my other family members who
have supported me all along.

Lastly, a very special gratitude goes out to everyone at Ministry of Electronics and
Information Technology, India and IIT Mandi for providing me with the funding for my research

work.

PALVI AGGARWAL

viii



TABLE OF CONTENTS

THESIS CERTIFICATE ii
DECLARATION BY THE RESEARCH SCHOLAR iii
DECLARATION BY THE RESEARCH ADVISOR .....cciiviirinirisunrnnsecsesissnssnssssassessesassssassess iv
ABSTRACT ..cuirivinninicinsississnssssssssssississsssssssssssssstssssstsssssssssstsstsssssssssssssssssestsssssssssssssssssssssssssssssssssssssanes v
ACKNOWLEDGEMENT vii
TABLE OF CONTENTS ...couiiiiintintnnnininsessississsssssssssssississssssssssssstssssssssssssssssssssssssssssssssssssssssssssssssssanes ix
LIST OF TABLES .....ccuiiiiiininniennnissisissississssssssssissississsssssssssssssstssssssssssssssssssssssssssssssssssossssssssssssses xiii
LIST OF FIGURES xiv
Chapter 1 1
INErOUCHON...cuceieiiicnennicstiestiesinsnnseisaesaisssessstssseessesssssssessssessasssassssssssssssessassssessasssseessassanessassssssns 1
LT BACKGIOUNG ...ttt ettt et s b et b e sttt 4
N @ o T OSSR 9
1.3 Contribution 0f ThesiS.........ccoiiiiiiiiiiiiicicic e 10
1.4 TRESIS LAYOUL....etiiiiiiiitietee ettt bbb b e et e bt s b et et e s be et et sbeesb b sbe e 13
Chapter 2 15
Cyber-Security: Role of Deception in Cyber-Attack Detection 15
2.1 INEEOUCTION ..ttt ettt s b e bbbt bt et b e et e e s bt et et e sbe et e nbeebeenaenbene 15
2.2 The Deception GAIME. .......ccceeeiieuieieieeieieie sttt et e st etete st e et e ee et eseeeesseentenseseeeneesessesaeensesseeneenes 19
2.3 HYPOTRESES ...ttt ettt b et a e s bt st ettt ettt e bt e bt e she e bt e et e naaenaees 22
2.4 EXPOTIIMENT ..cuitiiiititeeiteieete ettt ettt et et b et e st s bt et e b sbeea e et ehe e st e sbeeb e et et e eb e e be b e ebee b e 23
EXPeriment DESIZN......cc.coiriiiiiiiiiieiietee ettt sttt ettt et 23
PATTICIPANTS. ...ttt et e e et et e e e sa e et e e teesee s e eseent e s e eneeneentesreeneens 24

PIOCEAUIE ...ttt st 25

2.5 RESUIES ..ttt ettt h et b e bttt h et e bt bbb ebe e 25
PrODING ACHONS ...oveiieieiieieeiie ettt ettt et et st s et e st e e st e e e eseene e s e sneeneeaseseeeneans 26

AMOUNT OF DECEPLION......cueeiieeieieiet ettt ettt et et e st et e e seeeneeeesseseeeneens 26

TimIng Of DECEPLION ......ouiiiiiiiiiiieeeee ettt st 27
Interaction of Timing and AMOUNE ..........cocverieriiiieeiie et seesee e eebeenseesseenseens 28

SHrAtEZY ANALYSES. . .eeitiiieetieieete ettt sttt et e b e aee s 28

ReElIance ANALYSES......cccuiriiriiiiiiieiieieiee ettt sttt sttt ettt et st 31

2.6 Instance-Based Learning TREOTY ........cccovciieiiiiiiiiiiieeieeeeeerte sttt s 32
2.7 Instance-Based Learning Model for Hackers in Deception Game............cccoocevieieneneeniecreceene 33
2.8 MOl EXECULION .....eoviiiniiniiiiiieteeteetet ettt sttt sttt eesa ettt een 34

X



2.0 RESUIES oo e ————————————————t——a——————————————tatatatatattatataaans 36

Amount and Timing of DECEPLION ......c..eouirirriiririiienienteeeee ettt 36
SHrALEZY ANALYSES. .. eiitiiiieiierieeieeie ettt ettt ettt ettt e aee s e e s bt e sae et e e nteeteenbeenbeenseennean 37
INtEraction ANALYSES....ccieiuiiiiiiiiciiecieeie ettt et e str e s tbe s beeabeerbeesbeesbeeste e saesraesraesanesrneans 38
2.10 Discussion and CONCIUSIONS. ........eeuieiiiiieieiee ettt sttt e seesae e e e e e 39
Chapter 3 45
Hacklt: A Real-Time Simulation Tool for Studying Real-World Cyber-Attacks in the Laboratory45
0 B 513407 1017 1o SO SP 45
3.2 HACKIE TOON ..ttt et ettt b e bt ettt sae et e b bt et ees 47
TR T 254 o< v 1114 | ORI 48
EXPEriment DESIGN.......cuoouieuieiieiieieeeee et ettt ettt e te et ae et e e n e e e ntesreennen 48
HACKIE TaSK ...ttt st st sttt 49
PartiCIPANTS.....eetieiieiiec ettt s st e te et e et e e bt e ae e st e sateeaeesaaeenneen 53
PROCEAUIE ...ttt st et ettt be e be e sbeesaeesaeeeas 53
34 RESUIES ..ttt et ettt b e e b e e bt e s he e s bt e s et eateentean 54
3.5 DESCUSSION c.uiiuiteiietiestte ettt et e et e et e e et e e bt e bt e b e e be et e eesteeseesseesaseeneesnseenseenseanseenseenseenseenneessaens 55
Chapter 4 57
Learning about Hacker’s and Analyst’s Decisions via Cognitive Modeling in Cyber-Security Games
Involving Alerts 57
O O U1 o T L1 T4 ) WSS 57
4.2 Training and Test Datasels.........cceetertiriririiiriirterere ettt sttt sttt ettt nee 59
4.3 IBL Models for Attackers and Defenders ...........ccocovieiiiiiieierieeeeee e 64
IMOAEL FIEEINE ..ottt ettt et ettt e e te et e e s bt e st e e e ene e e eneeseeennens 64
Expectations from MOdEIS ..........ceiiiiiiiiiiniiiicccee ettt 66
4.4 MOl RESUILS .....coieiiieiee ettt ettt ettt et s st e et e sse e e e saeeneeneenneene 68
Training RESUILS ......oeiiieieee ettt sttt et e e 68
TSt RESUILS ..ottt sttt e e eesateesbe e be e seeseesaeesaaesanesnnanns 72
4.5 Discussion and CONCIUSIONS. ........eoutiiiiriirtiriiirt ettt sttt st be s e 73
Chapter 5 77
Modeling Sequential Decisions of Defenders and Adversaries in a Cyber-Security Game Involving
Recommendations 71
ST TEFOAUCTION ...ttt b ettt s bbbttt e bt eat et e s bt et e besbeeateneesaes 77
5.2 The Cyber-Security Game with IDS Recommendations and Nash Equilibria............c..ccccoccoec.. 80
5.3 Sequential Analyses of Dynamic Decisions in Cyber-Security Game...........cccceceervnerreerenceeenne. 84
Learning and choices OVer BIOCKS ........ccviciiiiiiiiiiii ettt 85



5.4 Instance-Based Learning (IBL) Model ........cccooiiiiiiiiiieieeee e 87

MOAE] EXECULION....cuviiiiieieeiieit ettt ettt ettt et et e e be e s bt esseesneesntesssesasesnsesnseenseensennne 88

Expectations from the IBL ModelS...........ooiiiiiiiiiiniiiiicceeeeeeeteere e 90

5.5 MODEL RESULTS ...ttt ettt sttt st sne e 91

Calibration RESUILS. .......oiiieieiee et ettt enee e 91

5.6 Discussion and CONCIUSIONS. .......cetirtiriirieriertiriente sttt ettt ettt ettt et sb e sae et sbe bt e e e 95

Chapter 6 101
Behavioral Cyber Security: Role of Availability of Interdependence Information and Intrusion-

Detection System Alerts in Cyber-Attack Detection 101

6.1 INEPOAUCTION .....teiiieiteieeee ettt et ettt et e e e et e et e e s te e beesaeesseesseesstesaeesaaesnsesnsesnseenses 101

Influence of Interdependence Information and IDS Alerts........cccceceeveninienieninieeneneneeee, 103

6.2 The Cyber-SeCUrity GAIME. .......cceeiueeuieiieieriieeete st ece et eete e e st eeseeeseeneeseesseeseseeeseeneessesseeneens 106

HYPOTNESIS ..ttt sttt ettt 108

(TR T 254 o<1 v 1111 | USRS 109

PATTICIPANTS. ...ttt ettt ettt et et e ente s e sbeese e seseeneeneesneeneeneas 109

EXPEriment DESIGN......cceiiiiuieieieeee ettt sttt et et e et e et ene e e e e eneeneas 110

PrOCEAUIE ...ttt et et ettt e te e s beesaaesaeeenbeeabesnseenseenseensean 113

6.4  Experimental RESUILS ........ccooiiiiiiiiie ettt 114

Effects of IDS Alert Availability and Interdependence Information Availability .................. 114

Interaction of IDS Availability and Information Availability...........cccoceevenininninnnicnene. 115

6.5 IBL Models for Hackers and Defenders ............ccccoeviriiriiiiiiiieieeeeeceeee e 116

Models’ Execution Procedure............ooioiiiiiiiieeeeeec e 117

Parameter CaliDIation ............coooiiiioiii ettt neas 118

MOAEL RESUILS ...ttt sttt et sb e st ees 119

6.6  Discussion and CONCIUSIONS. .......ce.teieiiieiieietieteete e seee et ee et eeeesee st e eesse st e e esesseeeensesreens 121

Chapter 7 125

Conclusion and Future Scope 125

To1 CONITIDULION ..ottt et b et b et e b s bt eat et e bt et e b e ebe et e ntesbeenbe b 125

7.2 Research IMPIICALIONS .......ceoiiireieiecceeee ettt e st ee e e saeseeeneens 128

7.3 FULUIE SCOPE ...ttt ettt et et e bt e bt e bt e b e e s bt e s bt e sb e e she e sabeeateeabeeateeabeenees 130

References 132

List of Publications from Thesis 142

List of Other Publications 143

xi



